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Email Security Current State & Future Plans

Email Trust Provider

Email Use Growth

» Our current Weakest Link for Cyberattacks

» Remains the Predominant form of business communication

» Emailis continuing to grow and attack vectors are on the rise
» 90% of Cyberattacks & data breaches involve Spear Phishing

Global Telemetry Trust True Cloud
Network Analytics Architecture

Email Security Incidents & Stats

» Graph shows a large upward trend in Malware Detected

» We see an average of 4 undetected Phishing emails a day

» FFX Users continue to click on malicious links embedded in
emails.
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° O N ’ Future Email Security Solution
SUBE I P QOQ@QQVQQ . . .
‘?%QQ\ o S & ¥ @ » Using an Email Trust Provider
» Email Gateways fies in with Email Trust Provider for Inbound
== Email Gateway Malware Detections and Outbound mail |nspecﬂon
== Spam and Unwanted Threats » Protect against Email spoofing, Authenticate Outbound email
Total Messages processed » Secure Inbound Email from Phishing Attacks
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Defense-in-Depth Security Awareness

STATE

e O F e o i i g Registration and Sign-In
8:30 am. Government Center Lobby
NG Opening Remarks =  Keynote Address (Robert Myles)
10:00 a.m. Board Auditorium
Ransomware 101 Friend or Foe— Public Wi-Fi Internet of Things:
10:00 2.m. A Look at Voice-Based Sacurity 101 Smart Cars
= Assistants, Alexa
11:00 a.m. and Echo
n Conference Room Conference Room Conference Room Canference Room
100 a.m
- Exhibits Open =  Refreshments Available =  Door Prizes
11:30a.m.
How to Be Safe on Gone Phishing— Your Network has been Malware Protection
3 Social Media— How to Protect Breached: Top 5 Popular for Your Home
LlVl N G | N TO DAY S 1:30am. | ARefresher Course  Yourself from Scams  Cybercrimes and How to
- Protect Your Computer
12:30 p.m.
RE and Data
s M A R T w 0 R L D Conference Room Canference Room Conference Room Conference Room
12:30 p.m.
= Exhibits Open = Door Prizes
1:00 p.m.
FRIDAY, OCTOBER 27, 2017
1147 . AISC Luncheon (By Invitation Oniy)
FAIRFAX COUNTY GOVERNMENT CENTER 1:45 p.m. Coplerrncs e 0 1 18
g t 8:00 a.m. | Event is 8:30 a.m. to 12:30 p.m.
Keynote: Auditorium
Luncheon: Conference Rooms 9 & 10

Mvailable Rooms: 4,5, 8,9&10
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